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Abstract 

IoT is not a technology that works in isolation; It’s a hub where enabling technologies are 

connecting and provide servicing to each connected IoT based smart device.  Connecting devices 

are enormously increasing day by day; According to a global survey it is 10.07 billion in 2021, 

will expand to 13.15 billion in 2023 and approx. 24.44 billion in year 2030.  Such a huge web of 

interconnecting devices needs fastest generation of internet to accommodate each technology and 

provide fastest services; 5G accelerating such technologies and paved fully digitized and 

connected web of devices. Since IoT–Cloud integration with us so long and provides massive 

services in the field of Data management, analysis, and Business Intelligence; its advanced Fog-

based architecture adopted by most of industries because of their quick response time and quality 

services.  In the Same way the migration of communication network from LTE 4 to 5G also offers 

lowest-possible latency, allows real-time delivery of data, increase of network flexibility and 

service availability especially for delay-sensitive services. The Migration of Cloud-IoT to Fog –

based computing with 5G resolves the main issues of interoperability between these two 

technologies, which is a higher need of today’s IoT based industries and applications. 
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1. Introduction 

IoT is not a stand-alone technology; it is a platform through which enabling technologies connect 

and give service to each linked IoT-based smart device. According to a global survey, the number 

of connected devices will be 10.07 billion in 2021, 13.15 billion in 2023, and about 24.44 billion 

in 20301. Such a vast network of interconnected gadgets necessitates the most recent generation 

of internet to accommodate each technology and give the most recent services; 5G is speeding 

such innovations and paving the way for a completely digitised and linked web of devices. Since 

IoT–Cloud integration has been with us for a long time and provides large services in the sphere 
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of data management, analysis, and business intelligence, its superior Fog-based architecture has 

been accepted by most sectors due to their quick reaction time and quality services. Similarly, the 

transfer of a communication network from LTE 4 to 5G gives the lowest possible latency, allowing 

for real-time data transmission, and increases network flexibility and service availability, 

particularly for delay-sensitive services2. The migration of Cloud-IoT to Fog-based computing 

with 5G answers the major challenges of interoperability between these two technologies, which 

is a greater necessity in today's IoT-based businesses and applications. 

The rest of the paper is structured as follows:   

Section 2 reviewed related work in the field of Fog-IoT with 5G and interoperability issues, Section 

3 outlined the conceptual view of Fog-IoT paradigm with 5G interpolation, Section 4 provides a 

view on Fog-IoT and Application Interoperability, the description of our approach with a flow 

model brief in Section 5 and Finally, the conclusion in Section 6.  

2. Related Work 

The integration of Fog-Computing and Internet of Things with an extensive support of 5G 

represents an enormous jump ahead in the Future Internet, and many approaches have been 

proposed in this field. Table 1 will discuss some of them to obtain a comprehensive understanding 

on the integration of Fog-based IoT with 5G and to recognize what has been investigated in this 

context. 

 Table1 has listed an extensive summary of related work in the context of Fog-IoT 

broadways with 5G and concern interoperability issues review and their potential challenges. 

Table1: Summary of related work 

Reference Description of Study 

(Khumalo, Oyerinde & Mfupe, 2019) 

 

Investigated that how fog computing can enable cost-

efficient solutions in underserved areas to compensate 

for the economic drawback of low Average Revenue 

Per User (ARPU), and a fog-based architecture that 

exploits local computation, storage, communication, 

control, and decision making as a means to reduce 

communication costs and energy consumption and 

thus overcome the cost issue in 5G deployment.  

(Meng, Naeem, Almagrabi, Ali & Kim, 

2020) 

It’s an extensive review of how 5G operates as well as 

studying its taxonomy, the idea of IoT, reviewed 

projects on IoT applicability, comparison of 
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 computing technologies, and the importance of FC. 

Moreover, it elaborates dynamic issues of computing 

network technologies, and information is provided on 

how to remedy these for future recommendations in 

the field of research and computing network 

technologies.  

(Ahvar, Ahvar, Raza, Sanchez, Vilchez 

& Lee, 2021) 

 

Elaborates the potential opportunities and important 

challenges that must be addressed in considering 

options for using SDN in hybrid cloud-fog systems to 

support 5G and beyond-enabled applications. 

(Noura, Atiquzzaman & Gaedke, 2019) 

 

It’s a comprehensive study on IoT interoperability and 

presents interoperability definition. Taxonomy of 

interoperability in IoT is devised from different 

perspectives. Furthermore, based on the provided 

taxonomy it review the major interoperability 

handling techniques and solutions used for addressing 

interoperability; while ends by providing some open 

research challenges.  

3. Fog-IoT Paradigm with 5G 

A decentralized computer architecture that processes and preserves information between the  

original source and cloud termed as Fog computing. The main feature of this architecture is 

minimizing of overhead of data transfer and increases computational efficiency on cloud networks 

that makes its scalable solution for IoT platform also; where an ever-growing amount of data is 

generated from an ever-expanding web of devices. 

The current explosive growth of IoT devices with unlimited computing power and resources 

possible only with  cloud services. In spite of its power and reach, the cloud computing model is 

not suitable for applications that are time-critical and applications where internet connectivity is 

poor. The migration of smart applications towards Fog computing becomes a boon for many  IoT-

based systems which are geographically dispersed and  where connectivity to cloud-based systems 

is irregular but high speed and  low latency is a key requirement.  Thus, in spite of many capabilities 

the running of different IoT enabled applications for real time analytics with constraints like poor 

connectivity, devices heterogeneity and its semantic understanding challenges the Fog network to 

provide its critical responsibilities.  
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5G is a latest technology advancement adopted by many Smart application forums and act as a 

game changer in IoT. From the smart traffic management to Smart Telehealth, retail to intelligent 

supply chain all industries adopted its benefits in terms of high speed, less latency and large scale 

up of adding smart devices. The adoption of 5G greatly impacted the working phenomenon of IoT 

enabled applications in Fog-IoT architecture. 5G requires 3 frequency band services to deliver its 

full vision; its high band (24-100 GHz), mid band (2-6 GHz) and low band (below 2 GHz) provides 

full functionality to the 5G core service; while deployment of different smart IoT enabled 

applications requires different constraint for example some smart traffic management applications 

optimized for speed, video applications optimized for throughput and real time applications 

optimized for mm Waves. These capabilities of 5G network makes Fog-IoT an optimal solution for 

real time applications as the ever growing need of IoT in industries. Figure 1 depicted the Fog-IoT 

architecture with 5G core capabilities. 

 

Figure1. Fog-IoT with 5G Core Architecture 

4. Fog-IoT with applications Interoperability 

Interoperability means the ability of devices, applications and networks to work with each other 

and exchange information without any conflict. Now a days Fog-IoT is a heart of IoT enabled 

services and applications but suffers from several interoperability issues. The Issues rising from 

Network interoperability to Application interoperability addressed by several researchers’.  The 

Application interoperability needs the standard format for data to exchange the information while 

also needed semantic constraints so the devices need to be understand proper data meaning and then 
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store, forward and analyses according to need and produce useful and accurate results. The security, 

performance, reliability and scalability are some risk associated with Application interoperability 

in Fog-IoT environment.  

The modular Data Flow model proposal for such an issue in a distributed and intelligent Fog-IoT 

network mitigated the associated risk with 5G and would make an effective solution for Application 

Interoperability. 

5. Applications Interoperability Approach 

 As fog nodes are distributed across edges, the resourceful and intelligent Fog node produced a 

feasible solution for application interoperability. In our proposed approach depicted in Figure 2, 

every large IoT enabled  application that we uploaded  has modular interface in terms of 

functionality so that the smart device sensing related information forward to that particular module 

for processing and getting smart analysis with the 5G core broad band services; to provide and store 

the resultant intelligent data at cloud for further processing. As per proposed data flow algorithm 

the smart sensing applications run on different smart IoT devices collect information; forwarded to 

Fog layer where resourceful and intelligent Fog node store and run different modular codes 

converted the sensed data stream into syntactic and semantic frames and becomes solution for 

Application interoperability on which abstraction, processing and analytics performs to get updated 

results which get updated at the same time both cloud platform and user device as fast as possible 

by the high speed of 5G core services according to the data sensed and forwarded by particular 

smart device.  

 

Figure 2: Modular Application Interoperability Approach 
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Reference. In a distributed environment of Fog-IoT the resourceful and intelligent Fog nodes 

enabled with modular software’s for following services: 

1. Data Syntectical and Semantic Modules 

These software’s includes pattern matching Notation i.e. an ontology method to describe key IoT 

concepts allowing application interoperability by providing standard format and meanings (Dean 

& Cordy, 1995). 

2. Data Abstraction Modules 

These abstracted code based modules described the binding of data according to translation rule 

required for specific device connectivity in IoT environment (Bermudez-Edo, Elsaleh, Barnaghi & 

Taylor, 2016) 

3. Data Processing Modules  

The filtered and abstracted data from Data Abstraction Module is processed in this module. It 

integrates multiple tasks such as data processing according to comparison and result evaluation with 

separate small modular applications. In this case, necessary communications should be handled by 

the corresponding modules and agents available at layer of fog. 

4. Real Data Anlytics Modules  

These Intelligent Modules dispersed at layer of Fog provides smart business analytics and updated 

result has been generated.  

 

Figure 3: Modular Application Interoperable architecture for 5G empower Fog-IoT 
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Through the communication channel the result get updated on Application running on device and 

cloud for further. The heterogeneity of sensing devices and their application communication 

according to their sensed data with standard format can be facilitate by 5G and resolved the issues 

like performance and reliability as 5G core services provide the High Speed and low latency 

capabilities.  

6. Conclusion 

Fog -IoT paradigm that can offer a solution for current IoT applications have intelligent fog 

nodes that provides higher repository capacity and data processing, which can be used for 

improving performance and reducing cost communication and latency.  These intelligent nodes may 

be an optimal solution for application interoperability. This paper surveyed the Fog-IoT paradigm 

with 5G and proposes a modular approach for the solution of application interoperability. Fog 

Computing can greatly reduce the delay and performed well in terms of speed since it is located 

near to IoT devices and facilitates with 5G services. Yet some common issues resolved by study 

but the research on ongoing issues will be continued for future. 
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