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Abstract 

A Cloud computing data security is discussed in this paper. Basically, it's a security analysis of 

cloud data. Data security across the network must be secured in the cloud, as we all know. To 

store massive amounts of data on the cloud, many businesses employ cloud computing. As a 

result, it is necessary to protect the data, whether it is text, audio, video, etc. Researchers have 

developed a variety of methods for protecting data on the cloud. Data protection methods and 

tactics utilized throughout the world to achieve optimum data security by reducing risks and 

threats will be discussed in detail in the paper discover by Multi-Tenancy in cloud computing. 

Keywords: Cloud Computing, Data Security, Data-at-rest, Data-in-transit, Data-in-use, Data 

Encryption. 

1. Introduction 

'Cloud Computing' is a relatively new word that is not well known. For example, "a network 

solution for providing inexpensive, reliable, accessible, and simple access to IT resources" is 

the simplest definition. When it comes to cloud computing, it's more of a service than an 

application. The service-oriented aspect of cloud computing not only minimizes infrastructure 

overhead and ownership costs, but also provides flexibility and enhanced performance to end 

users. Cloud data security and privacy are the most important concerns. For a cloud service, 

ensuring data integrity, privacy, and protection is critical. For this purpose, several service 

providers are using diverse policies and mechanism that depends upon the nature, type and also 

size of data. 

One of the most important considerations when utilizing the cloud to store data is whether to 

utilize a third-party cloud service or to build an internal organizational cloud. As a result, data 

that is more sensitive to be stored on a public cloud, such as military and national security data, 

or more confidential future product information, etc., should not be stored there. This sort of 

data can be very sensitive, and exposing it on a public cloud might have serious implications. 

As a result, it is recommended that data be stored in an internal organizational cloud. This 

technique can aid in data security by imposing an on-premises data usage policy. 
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Data security and privacy are not guaranteed, however, because many organizations lack the 

competence to implement all levels of protection. Focus of this study paper is on the evolution 

of information technology security strategies used to safeguard and secure data in a cloud 

environment. It discusses the possible risks to data on the cloud, as well as the remedies 

provided by a number of data security technologies. 

We divided this research paper into five divisions. 

Section 2 reviews of the literature that gives a close look at the work that has already been done 

in this area. Section 3 discusses the CLOUD MODELS AND THEIR SERVICES with 

BENFITS OF CLOUD COMPUTING. Section 4 Discusses the SECURITY ISSUES IN 

CLOUD COMPUTING with A BIG SECURITY ISSUE: MULTI-TENANCY. Section 5 

discusses the DATA SECURITY IN CLOUD COMPUTING. Finally, section 6 provides the 

conclusion gives a summary of the findings of this research.  

2. Literature Survey 

A variety of literatures have been reviewed in order to classify the basics of cloud computing 

and keeping data securely on the cloud. As a basis for addressing different data security 

features, this section includes a survey of literature. 

Sabahi (2011) discussed about the security issues, availability and reliability for cloud 

computing. He also planned a feasible key for only some security issuesMathisen (2011) 

discussed about a number of the key security issues that cloud computing are bound to be 

confronted with, as well as recent implementations that give a solutions to these vulnerabilities. 

Sharma and Sinha (2021) discussed a scheme for smart power grid cloud computing, and 

explains the various benefits with the cloud computing, and the existing security issues and 

preventive measures. Hota, Mohapatra and Mohanty (2019) Survey of different load balancing 

approach-based algorithms in cloud computing: a comprehensive review. In Computational 

Intelligence in Data Mining. 

3. Cloud Services and their Models  

Cloud computing utilizes the Internet to deliver shared resources and services. Recently, 

internet usage has skyrocketed, pushing infrastructure, hardware, and software prices skyward. 

This led to the development of a new technique known as cloud computing, which provides 

services on-demand over the internet, reducing the cost of infrastructure, hardware, and 

software. In addition the scalability, reliability, flexibility, and dynamic nature are services of 

cloud computing. The cloud makes use of a variety of services and models, including Cloud 

Services. 

3.1 Cloud Services 

There are three categories of cloud services, and users can utilize any of the services listed 

under: 

a) Software as a Service (SaaS) 



ISSN 2231-3842 (Print)  ISSN 2277-8691 (Online) 
 

 

 
INERNATIONAL JOURNAL OF APPLIED SCIENCE AND TECHNOLOGY VOLUME 8 ISSUE 2, MARCH 2022 

53 

 

b) Platform as a service (PaaS) 

c) Infrastructure as a service (IaaS) 

 

Fig 1 Cloud Computing 

a) Software as a Service (SaaS): In this context, the service provider gives the opportunity 

to utilize one or more cloud-based applications. Thin client interfaces, such as web 

browsers, can be used to access these apps. The underlying cloud infrastructure does not 

need to be maintained, managed, or controlled by a user of this service (i.e. network, 

operating systems, storage etc.). Sales force and Net Suite are two examples of SaaS clouds. 

b) Platform as a Service (PaaS): In this context, the service provider gives user resources to 

install on cloud infrastructure, together with supported apps that the user has created or 

purchased. A user who uses this service has control over installed programmers and the 

environment in which they are hosted, but not over infrastructure such as network, storage, 

servers, or operating systems. Google App Engine, Microsoft Azure, and Heroku are 

examples of PaaS clouds. 

c) Infrastructure as a Service (IaaS): The customer is given the ability to manage processes, 

storage, networks, and other basic computer resources that are useful for managing 

arbitrary software, such as operating systems and applications. The user has control over 

the operating system, storage, installed applications, and maybe limited control over chosen 

networking components while utilizing this type of service. Eucalyptus (The Eucalyptus 
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Opensource Cloud-computing System), Amazon EC2, Rackspace, and Nimbus are 

examples of IaaS clouds. 

3.2 Cloud Models: 

There are three Cloud Models and are described below: 

A. Public Model 

B. Private Model 

C. Hybrid Model 

D. Community cloud 

SaaS, PaaS, and IaaS are the most common service models among both suppliers and 

customers. To take use of cloud computing capabilities, these services can be implemented on 

one or more deployment models, such as public cloud, private cloud, community cloud, and 

hybrid cloud. The following are descriptions of each of these deployment models: 

a) Public cloud: Large industrial companies have access to public cloud infrastructure. 

Organizations that sell cloud services manage and own these. 

b) Private cloud: This sort of cloud deployment is only available to the company that 

created it. A third party or the company itself can administer private clouds. In this 

scenario, cloud servers may or may not exist in the same place where the organization 

is located. Cloud servers may or may not be situated in the same location as the 

enterprise in this situation. 

c) Hybrid cloud: This deployment approach can include two or more clouds, such as 

private, public, or community clouds. These constituent clouds (combinations of clouds 

utilized, such as private and public, public and community, and so on) are diverse, but 

they are linked by standardized or prepared technology that allows for application and 

data mobility. 

d) Community cloud: This sort of cloud infrastructure is shared by a number of 

businesses and serves to support a specific community with common issues. This can 

be administered by the company or by a third party and it can be deployed off-site or 

on-site. 

e) The use of CC's deployment models and services affects the way systems are connected 

and work is done in a company. It gives apps; platforms, infrastructure, and any other 

resource organized and utilized in CC a dynamically extensible character. 

3.3 Cloud Computing Benefits 

The following are some of the most prevalent advantages of cloud computing: 

a) Reduced overheads: Because cloud technology is adopted progressively (step by step), it 

reduces total costs for companies. 
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b) Better Data Storage: When compared to private computer systems, far more data can be 

kept. 

c) Elasticity: Unlike conventional computing techniques, cloud computing allows for the 

outsourcing of a complete organizational segment or a piece of it. 

d) Superior mobility: Unlike traditional systems, information may be accessed anytime and 

wherever it is required (storing data in personal computers and accessing only when near it). 

e) Move in IT emphasis: Companies may choose to focus on innovation instead of 

maintenance problems such as software upgrades or computer difficulties (i.e., adopting new 

product strategies in the business). Information and technology professionals are intrigued 

by the possibilities of cloud computing (ITC). According to a survey done by ITC in 2008 

and 2009, many organisations and people are realising that CC is proving to be helpful when 

compared to traditional computer approaches. 

4. Security Issues in Cloud Computing 

Security was identified as the most important problem in cloud computing, according to our 

research."Cloud Security Alliance" CSA's top seven security problems in cloud computing 

environments are: 

a) Abuse and reprehensible utilize of Cloud Computing : As a result of the ease of 

registration, simple procedures, and generally unlimited access to cloud services, 

hackers, spammers, and other criminals are able to perform various attacks such as key 

cracking or password theft. 

b) Insecure Application Programming Interfaces (API): Customers use interfaces and 

APIs to engage with cloud services. The providers must ensure that security is built into 

their service models, and the customers must be notified of any security concerns that 

may occur. 

c) Bad Insiders: Since users do not have a clear understanding of provider rules and 

process, malicious insiders pose a greater hazard in the cloud computing environment. 

Unauthorized access can be gained by malicious insiders to an organization's assets. 

d) Public Technology issues/multi-tenancy nature: In this case, the multi-tenant design 

relies on a shared infrastructure. 

e) Data collapse: Examples of data that has been compromised include deleted or altered 

files without a backup, records unlinked from larger surroundings, the loss of an 

encryption key, and unauthorized access to sensitive information. 

f) Account, Service & Traffic hijack: Stolen credentials are often used to hijack 

accounts or services. Phishing, fraud, and exploiting software flaws are examples of 

such assaults. The cloud computing services, such as confidentiality, integrity, and 

availability of services, are vulnerable to attack. 
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g) Unidentified hazard details: Therefore, companies should be mindful of concerns like 

internal security, security compliance, audits, and logging that may be neglected due to 

cloud services. 

h) A key worry in cloud computing is multi-tenancy. We'll talk about it. 

4.1 A Big Security Issue: Multi-Tenancy 

A key cloud computing problem is multi-tenancy. Many users share information and data on a 

cloud or on a single server, which is known as multi-tenancy. 

This occurs when numerous users use the same program, which runs on a shared operating 

system, hardware, and storage system, and when both attackers and victims share a similar 

server. 

Architecture: Using this design, we are able to keep your information completely distinct from 

that of other customers, while deploying the latest features to all of them simultaneously. There 

are a lot of options with this technique and you can get a lot of information out of it. 

Using Oracle's newest Multitenant architecture, several pluggable databases may be integrated 

into a multitenant container database. No application modifications are required when using an 

existing database. 



ISSN 2231-3842 (Print)  ISSN 2277-8691 (Online) 
 

 

 
INERNATIONAL JOURNAL OF APPLIED SCIENCE AND TECHNOLOGY VOLUME 8 ISSUE 2, MARCH 2022 

57 

 

 

 

Fig 2. Multi-tenancy architecture 

What Is Multi-Tenancy able to do? 

• Make simpler Data Mining: Rather than being compiled from disparate sources, all 

of the consumer's information is kept in a single database system. 

• Decrease expenditure: They may charge for the certified software because everyone 

can operate it on the same machine, and only one verification will be required to 

purchase with multi-tenancy. 

• Additional elasticity: Information may be imported and exported with ease, thanks to 

the proposed flexibility. 

5. Data Security in Cloud Computing 

Encryption alone isn't enough to protect data in the cloud. Each of these services has its own 
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set of data security standards. 

Three forms of data risk cloud computing security: Data at Rest, Data in Transit, and Data in 

Use. These are data techniques, protection mechanisms, and procedures, among other 

variables, impact privacy and integrity of data. These are the three states that exist in the United 

States. 

A. As Data at Rest: Data at rest is submitted to cloud data or any data that may be accessed 

over the Internet. This includes both backup and active data. Because companies do not 

have physical control over the data, if they don't have a private cloud, it's quite difficult 

for them to keep it safe at rest like fig 3. It may be possible to overcome this problem 

by maintaining a private cloud with stringent access restrictions. 

B. As Data in Transit: Information that is being transferred into and out of the cloud is 

known as "data in transit." If the data is saved as a file/database in the cloud, then it 

may be applied to a specified location. When data is uploaded to the cloud, it is known 

as data in transit (DIT). The data, such as user names and passwords, is more responsive 

than other types of data, and it may be protected in some cases. Therefore, unencrypted 

data is likewise considered to be information that is being sent in transit like fig 3. 

 

 

Fig 3 

C. As Data-in-use Data in use is usually processed in ways such as data generation, 

transformation, and deletion. Because of the large number of users participating in the 

Cloud environment, the dangers of mistreatment rise when processing take place there 

like fig 3. 

6. Conclusion 

Improved utilization of cloud computing for data storage is promoting the trend of improved 

data storage technologies in the cloud. Data stored in the cloud may be problem if not properly 

safeguarded. "An Inclusive Ethos of Multi-Tenancy in Cloud Computing with Data Security" 

investigated the hazards and security concerns associated with multi-tenancy in the cloud, as 

well as providing an overview of three categories of security difficulties in general. One of the 

primary focuses of this study was data security, as well as the dangers and consequences of 

data security in cloud computing. The purpose of this paper is to explore the specific risks in 

cloud computing due to Multi-Tenancy and the measures an overview of multi-tenancy 
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architecture with data security in cloud which are used to regardless of whether it is at rest, on 

the way, or in use. 
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