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ABSTRACT

Wireless sensor network is a crucial field in research
area. The scope and applications of wireless sensor
networks can be used in the field  of Information
Technology. These wireless sensor networks are small
devices with low energy consumption, memory,
transmission range, and computational power. It is
essential for WSNs to provide security measures in system
to prevent an intruder. Intrusion detection system in
wireless sensor networks is an essential security measure.
In this thesis we present an intrusion detection framework
in which there is no need of prior knowledge of network
behavior or a learning process in order to establish this
knowledgebase. The Practical approach including
average networks in mind, like home network. This
proposed network model is dynamic too in nature. This
framework is intended to protect the network and ensure
reliable and true result.

I. INTRODUCTION

1.1 Wireless Sensor Network
Wireless sensor network (WSN) is an emerging

important research area. The variety in and number
of applications is growing in wireless sensor
networks. They range from general engineering,
environment science, health service, military, etc.
Wireless sensor network range from sparse networks
with 10’s of nodes to populated networks with
1000’s, possibly 10000’s or 100000’s of sensor
collecting data from the environments.

These wireless sensor nodes are tiny devices with
limited energy, memory, transmission range, and
computational power. A base station is usually
present in the network, which receives the sensor
data from the sensors. Such a base station is usually
a powerful computer with more computational

power, energy and memory. Currently most research
in wireless sensor networks have focused on routing
protocols, data aggregation and clustering protocols.
However, in most circumstances, wireless sensor
network00cms require some amount of security in
order to maintain high survivability and integrity of
the network. Many emerging and future applications
could require strong security in place, in order to
function acceptably.

For military applications, WSNs could be placed
behind enemy lines in order to detect and track
enemy soldiers and vehicles. In indoor environment,
sensor networks could be deployed in order to detect
intruders and security violations via a wireless home
security system. In office buildings, sensor networks
could be deployed as a temperature monitoring/
regulating or fire alarm system, etc.

Because WSNs in general and in nature are
unattended and physically reachable from the outside
world, they could be vulnerable to physical attacks
in the form of node capture or node destruction.
These forms of attacks are hard to protect against
and require intelligent prevention methods. It is
necessary for WSNs to have security measures in
place as to prevent an intruder from inserting
compromised nodes in order to decimate or disturb
the network performance.

Classical intrusion prevention measures, such as
encryption and authentication, can be used in
wireless sensor networks to reduce intrusion.
However, they cannot eliminate them. Encryption
and authentication become useless in the event of a
sensor node being compromised, because the nodes
carry the private keys the attacker will then be in
possession of the cryptographic keys.

Intrusion detection presents a second line of
defense and it is a necessity in any high survivability
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network. Most existent works on intrusion detection
systems in wireless sensor networks and mobile
adhoc networks use some sort of definition of pattern
for detection. i.e anomaly detection[Rajasegarar, et
al. 2006] or rule based detection[Chen, et al. 2007].
These types of intrusion detection systems require
prior knowledge of some sort in order to establish
rules for behavior in the network, or definition of
what normal behavior is. There are two drawbacks
to these schemes.

The need prior knowledge of what to be
expected in the behavior in the network

They cannot dynamically adapt to new
unknown attacks.

In this thesis we present an intrusion detection
framework for wireless sensor networks which does
not require prior knowledge of network behavior or
a learning period in order to establish this knowledge.
The proposed system is also dynamic in nature as to
cope with new and unknown attack types.

A wireless sensor network is a network consisting
of multiple wireless sensors, also called nodes, which
cooperate in sensing some sort of physical or
environmental conditions, such as temperature,
sound, vibrations, light, movement etc. These
networks can consist of everything from 10’s of
nodes for sparsely populated networks, up to 100’s
of thousands of nodes in densely populated networks.
The individual sensor nodes are small and have
limited energy, computational power and memory.
This puts some restraints on the applications and
protocols which are designed for use in such
networks. Wireless sensor networks posses some
unique characteristics which is listed below:

· Self-organizing
· Cooperating of sensor nodes
· Short range communication and multichip

routing
· Limited energy, computational power and

memory
· Dynamically changing topology

Self-organizing
The position of sensor nodes need not be engi-

neered or pre-determined, which allows random
deployment in inaccessible terrains or disaster re-
lief operations. In a rescue scenario, thousands of
nodes could drop from an airplane over a large area.

In order for the network to function, the sensor nodes
must have network protocols and algorithms with
self-organizing capabilities.

Cooperating of sensor nodes

Because of the limited resources of the nodes, it
is necessary for the nodes to cooperate with each
other. Several nodes may be tasked with sensing the
same phenomenon these nodes may cooperate in a
“cluster” where one node is tasked with compress-
ing the sensor result from all the other nodes in the
cluster and produce a “collective view” of the clus-
ter on the situation, this is called data aggregation.
Short range communication and multichip routing

Because of the nature of wireless sensor net-
works, all nodes in the network may not have a di-
rect link to the base station. Hence, they use multihop
communication in order to communicate [Draves,
et al. 2004]. Multihop communication in wireless
sensor networks is expected to consume less power
than the traditional single hop communication, which
is also desirable in order to keep the communica-
tion costs at a minimum.
Limited energy, computational power and memory

Since the nodes are desired to be as small an
inexpensive as possible, wireless sensor networks
are cursed with limited resources in the form of en-
ergy, computational power and memory.
Dynamically changing topology

In wireless sensor networks nodes will fail and
drop out of the network, new nodes may be inserted
into the network, hence, the topology will be dy-
namic and ever changing.

APPLICATIONS OF WIRELESS SENSOR
NETWORKS

Figure 2.1 shows the complexity of wireless sen-
sor networks, which generally consist of a data ac-
quisition network and a data distribution network,
monitored and controlled by a management center.
The multitude of available technologies makes even
the selection of components difficult, let alone the
design of a consistent, reliable, robust overall sys-
tem [Hu and Evans. 2003].
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The applications for wireless sensor networks
are many. Wireless sensor networks could replace
current wired counterparts and provide diverse op-
erations where traditional networks would be im-
possible, due to the environment, scale of the op-
eration or expenses in needed wiring. Some exam-
ples of areas of which WSNs could be used are listed
below.
Home automation

Sensor nodes could be located in every room to
measure the temperature, detect movement and re-
port to an alarm system, detect smoke in case of a
fire and report to a fire alarm system etc.
General engineering

It can be used for automotive driving, fingertip
accelerometer virtual keyboards, sensing and main-
tenance in industrial plants, aircraft drag reduction,
smart office space management, tracking of goods
in retail stores, tracking of containers and boxes in
shipping companies, social studies on human
behavior, commercial and residential security [Ngai.
2005].
Agriculture monitoring

It can used in crop and livestock management
and precision control with nodes placed on animals
tracking their movement or temperature, managing
the feeding of individual animals, automating the
distribution of medicine for individual animals, etc.
Civil engineering

Nodes could be built into the walls or the con-
crete of buildings and detect changes in the struc-
tural integrity of buildings which can develop over
the years or after earthquakes, extreme weather, fires
etc.
Military applications

Large sensor networks could be deployed be-
hind enemy lines in order to conduct surveillance or
track enemy troops or vehicles. Wireless sensor net-
works could be used for asset monitoring and man-
agement, with sensor nodes embedded in the uni-
forms and weapons of the soldiers. Such networks
could also be used for battlefield monitoring and
asset coordination accordingly.

Health care
Small sensor nodes could be used for medical

applications like surveillance of elderly people.
Devices that are carried around or which are worn
with the clothes like it is proposed in the field of
Wearable Computing [Chen, et al. 1996] could moni-
tor vital function and report them to the family doc-
tor or directly to the ambulance in case of an emer-
gency like a heart attack. In the future small sensor
nodes could be implanted into the body in order to
detect internal diseases like cancer at an early stage.

RELATED WORK
In paper, dynamic clustering and scheduling ap-

proach has been proposed in which an Energy Effi-
cient Data Collection (EEDC) framework introduced
where the spatial correlation approach used to group
sensor nodes into clusters so that the sensors in the
same group have similar observation time series.
They can share the workload of data collection in
the future as their future readings may likely to be
similar. Since the clusters are based on the features
of sampling data, scheduling based on the clusters
is much more accurate than scheduling based purely
on the sensing range of sensor nodes. EEDC method
reduces the computational burden on sensor node
and assigns heavy duty to sink node. Experimental
results demonstrate that the EEDC framework can
effectively save energy as strategic scheduling and
clustering is done to reduce energy conservation.
Paper [10] proposed a saving energy clustering al-
gorithm (SECA) to provide efficient energy con-
sumption in wireless sensor networks. This algorithm
based on the centralized clustering architecture. Here
the average distance between the sensor nodes is
calculated and for selecting the appropriate cluster
head nodes, the residual energy is considered. The
lifetime of wireless sensor networks can be increased
by using the uniform cluster location and balancing
the network load among the clusters.
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