
ISSN 2231-3842 (Print)  ISSN 2277-8691 (Online) 
 

 

INERNATIONAL JOURNAL OF APPLIED SCIENCE AND TECHNOLOGY VOLUME 7 ISSUE 1, MARCH 2020 

25 

 

CYBERSECURITY CHALLENGES AND EMERGING TRENDS 

Ms. Shikha Goyal 

Research Scholar, Amity College of Commerce & Finance 

Amity University, Noida, India 

Abstract 

Cybersecurity is critical in the realm of information technology. Securing information has become 

one of today's most difficult issues. When we consider on cyber security, the very first thought 

that comes to mind is 'cyber-crimes,' which are expanding at an alarming rate. Various 

governments and businesses are taking several steps to combat cybercrime. Aside from such steps, 

many people are still concerned about cyber security. This study primarily focuses on the issues 

of cyber security on the most recent technology. It also covers the most recent developments in 

cyber security tactics, ethics, and trends that are transforming the image of cyber security. 
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1. Introduction 

Today, someone may transmit any type of data, whether it is an e-mail or an audio or video file, 

with the push of a button, but has he ever considered how securely his information is being 

transported or sent to the other person securely without any information leakage?  The solution is 

found in cyber security. Today, the Internet is the most rapidly expanding infrastructure in daily 

situations. Many new technologies are transforming the face of humanity in today's technological 

world. However, because of these growing technologies, we are unable to effectively protect our 

confidential details, and as a result, cybercrime is on the rise. Because more than 60% of total 

commercial transactions are now conducted online, this industry necessitated a high level of 

security to ensure transparent and best-in-class transactions. As a result, cyber security has 

emerged as a hot topic. The purview of cyber security extends beyond safeguarding information 

in the IT business to several other domains such as cyber space, etc. 

Even cutting-edge technology such as cloud computing, mobile computing, E-commerce, and 

online banking need a high level of security. Because these technologies contain sensitive 

information about a person, their security has become a necessary. Improving cyber security and 

safeguarding key information infrastructure are crucial to any country's security and economic 

health. Making the Internet safer (and safeguarding Internet users) has become an essential 

component of both the creation of new services and government policy. The battle against 

cybercrime needs a more comprehensive and secure strategy. 

Considering that technical safeguards alone cannot preclude every crime, it is vital that law 

enforcement authorities have the ability to successfully investigate and punish cybercrime. Many 

nations and governments are now enforcing stringent cyber security rules in order to avoid the loss 
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of critical information. Every individual must be schooled in cyber security in order to protect 

oneself from the growing number of cybercrimes. 

2. Cyber Crime  

Any illicit conduct that employs a computer as its principal method of commission and theft is 

referred to as cyber-crime. The United States Department of Justice broadens the scope of 

cybercrime to encompass any criminal behaviour that involves the use of a computer to store 

evidence. The growing list of cyber-crimes includes crimes bolstered by computers, such as hacker 

attacks and the spread of malicious programs, as well as computer-based variants of criminal 

offences, such as identity fraud, pestering, intimidation, and terrorism, all of which have become 

major issues for individuals and nations. In layman's terms, cybercrime is described as a crime 

done by utilising a computer and the internet to steal a person's identity, sell contraband, stalk 

targets, or interfere using malicious software. As technology becomes more prevalent in people's 

lives, cybercrime will rise in tandem. 

3. Cyber Security  

Data privacy and security will always be top priority security measures for every firm. We now 

live in a world where all information is stored digitally or in cyberspace. Users may engage with 

friends and family in a secure environment on social networking sites. In the case of home users, 

cyber-criminals would continue to target social networking sites in order to obtain personal 

information. Not only when socialising, but also when doing bank transactions, a person must take 

all necessary security precautions. There will be newer threats against Android-based devices, but 

they will not be on a large scale. Because tablets and smartphones use the same operating system, 

they will soon be attacked by the same virus. The number of malware specimens for Macs would 

continue to rise, but at a considerably slower rate than for PCs. Because Windows 8 will allow 

users to construct programmes for nearly any device (PCs, tablets, and smart phones) running 

Windows 8, harmful applications similar to those for Android will be feasible; hence, these are 

some of the projected developments in cyber security. 

4. Trends Changing Cyber Security  

Some of the trends that are having a significant influence on cyber security are listed below. 

4.1 Web servers:  

The potential of web application assaults to harvest data or deliver harmful code remains. 

Cybercriminals deliver harmful malware using genuine web servers that they have hacked. 

However, data-stealing assaults, many of which garner public attention, pose a significant hazard. 

We must now place a higher focus on safeguarding web servers and web applications. Web servers, 

in particular, provide the finest platform for these cyber thieves to steal data. As a result, in order 
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to avoid being a victim of these crimes, one should constantly use a safer browser, especially 

during critical transactions. 

4.2 Cloud computing and its services  

Cloud services are being gradually used by all small, medium, and large businesses these days. In 

other words, the planet is gradually approaching the clouds. This current trend poses a significant 

problem for cyber security since communications can bypass established sites of inspection. 

Furthermore, as the number of cloud-based apps rises, policy controls for web applications and 

cloud services will need to change in order to prevent the loss of vital data. Despite the fact that 

cloud services are building their own models, several concerns have been raised concerning their 

security. Although the cloud offers several advantages, it should be emphasised that as the cloud 

grows, so do its security issues.  

4.3 APT’s and targeted attacks  

APT (Advanced Persistent Threat) is a completely new level of cybercrime software. For many 

years, network security features such as web filtering and intrusion prevention systems (IPS) have 

played an important role in detecting such targeted assaults (mostly after the initial compromise). 

As attackers get more daring and use more evasive strategies, network security must connect with 

other security services to identify assaults. As a result, we must strengthen our security approaches 

in order to prevent future attacks. to be considered in security policy. As a result, it is always 

preferable to convert to IPv6 as soon as feasible in order to avoid the dangers associated with 

cybercrime. 

4.4 Cellular Networks 

Today, we can communicate with anyone, anywhere in the globe. However, security is a major 

worry for these mobile networks. Firewalls and other security protections are getting more 

permeable as people utilise devices such as tablets, phones, PCs, and so on, all of which require 

additional safeguards in addition to those provided by the programmes used. We must 

continuously consider the security of these mobile networks. Furthermore, because mobile 

networks are so vulnerable to cybercrime, extreme caution must be exercised in the event of a 

security breach. 

4.5 IPv6 

IPv6 is the new Internet protocol that is superseding IPv4 (the previous version), which has been 

the foundation of our networks in general and the Rest of the internet. It is not enough to just port 

IPv4 functions to protect IPv6. While IPv6 is a complete replacement in terms of increasing the 

number of accessible IP addresses, there are certain basic modifications to the protocol that must 
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be addressed in security policy. As a result, it is always preferable to convert to IPv6 as soon as 

feasible in order to avoid the dangers associated with cybercrime. 

4.6 Code encryption 

Encryption is the technique of encrypting communications (or information) in such a way that it 

cannot be read by eavesdroppers or hackers. An encryption technique encrypts an information or 

messages using an encryption algorithm, resulting in unreadable cypher text. This is often 

accomplished through the use of an encryption key, which defines how the message should be 

encoded. Encryption safeguards data privacy and integrity from the start. However, increased 

usage of encryption creates new issues in cyber security. Encryption is also used to safeguard data 

in transit, such as data exchanged across networks (such as the Internet or ecommerce), mobile 

phones, wireless microphones, wireless intercoms, and so on. As a result, by encrypting the code, 

one may determine whether or not information is being leaked. 

5. Cyber Security Techniques  

5.1 Password protection and remote access 

The notion of a user name and password has been a vital method of securing personal data. This 

might be one of the earliest cyber security measures. 

5.2 Data Validation  

The papers we receive must always be verified before downloading, which means they must be 

reviewed to see whether they came from a reputable and dependable source and if they have not 

been altered. Typically, the anti-virus software installed on the devices authenticates these 

documents. As a result, robust anti-virus software is also required to safeguard the devices from 

infections. 

5.3 Malware detectors 

This is software that typically searches all files and documents on the system for dangerous code 

or destructive viruses. Viruses, worms, and Trojan horses are forms of dangerous software that are 

frequently lumped together and referred to as malware.  

5.4 Firewalls 

A firewall is a piece of software or hardware that helps to filter out hackers, viruses, and worms 

that try to connect to your computer over the Internet. All messages entering or leaving the internet 

travel via the firewall, which checks each message and bans those that do not fit the established 

security standards. As a result, firewalls are critical in identifying malware. 
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5.5 Anti-virus software  

Antivirus software is a computer application that identifies, filters, and acts to disable or eliminate 

dangerous software programmes such as viruses and worms. Most antivirus products contain an 

auto-update capability that allows the programme to download virus profiles as they are found, 

allowing it to check for new infections as soon as they are identified. Anti-virus software is a 

needed and a basic requirement for each system. 

6. Cyber Ethics  

Cyber ethics are simply the rules of the internet. When we adopt these cyber ethics, we have a 

better chance of utilising the internet properly and safely. Here are a few examples: 

• Use the internet to connect and interact with others. Email and instant messaging make it 

simple to interact with friends and family, stay in contact with coworkers, and exchange 

ideas and information with folks across town or halfway around the globe. On the Internet, 

don't be a bully. Do not call individuals names, tell lies about them, email humiliating 

images of them, or do anything else to cause them pain. 

• Because the Internet is regarded as the world's biggest library, containing knowledge on 

every topic in any subject area, utilising this material in a right and legal manner is always 

vital. 

• Do not use other people's credentials to access their accounts. 

• Never attempt to deliver malware to other people's computers in order to infect them. 

• Never give out your personal information to anyone since there is a strong probability that 

people may misuse it and you will find yourself in trouble. 

• Never pretend to the other person online, and never try to create bogus profiles on someone 

else's behalf, since this will get you and the other person in trouble. 

• Always respect copyrighted content and only download games or films if they are legal. 

The aforementioned are a few cyber ethics that must be followed when utilising the internet. 

We have always thought about correct norms from very early stages, and the same is true in 

cyberspace. 

 

7. CONCLUSION  

Computer security is a broad issue that is growing increasingly vital as the world becomes more 

linked, with networks utilised to carry out critical activities. With each New Year, cybercrime 

continues to take diverse avenues, as does information security. The most recent and disruptive 

technologies, as well as new cyber tools and threats that emerge on a daily basis, are presenting 

businesses with new challenges in terms of not just securing their infrastructure, but also requiring 
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new platforms and intelligence to do so. There is no ideal answer to cybercrime, but we should do 

all possible to reduce them in order to have a safe and secure future in cyberspace.  
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