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Abstract— The internet as a whole does not use
secure links, thus information in transit may be vulnerable
to interception as well. It is important to reduce the
chances of the information being detected during the
transmission. This is an important issue now-a- days. This
paper defines the techniques used for information hiding,
their applications and also discusses the drawbacks of
implementing those techniques independently. The
motivation for this work includes provision of protection
of information during transmission without any detection
of information. A PSNR calculator tool has been used
for measuring the image quality factors. Further, these
parameters have been used to generate graphical outputs
and tabular values for comparison with the best known
image steganographic techniques. The image quality
metrics i.e. higher Peak Signal to Noise Ratio (PSNR)
and lower Mean Square Error (MSE) obtained indicates
that the proposed technique for image steganographic is
good one as PSNR value is greater than 45 and MSE
value lies in 0-1.

security, computer security and information
assurance are being used frequently interchangeably.
These fields are interrelated and share the common
goals of protecting the confidentiality, integrity and
availability of information. However, there are some
subtle differences between them. These differences
lie primarily in the approach to the subject, the
methodologies used and the areas of concentration.
Information security is concerned with the
confidentiality, integrity and availability of data
regardless of the form the data may take electronic,
print or other forms. Computer security can focus
on ensuring the availability and correct operation of
a computer system without concern for the
information stored or processed by the computer.
The field of information security has grown and
evolved significantly in recent years. It offers many
areas for specialization including: securing networks
and allied infrastructure, securing applications and
databases, security testing, information systems
auditing, business continuity planning and digital
forensics science etc. steganographic is a very old
method of passing messages in secret. This method
of message cloaking goes back to the time of the
ancient Greeks. The historian Herodotus [1] has
written about how an agent wrote a message warning
of an invasion on the wood part of a wax tablet.
Since, messages were normally inscribed in the wax
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I. INTRODUCTION
Information security means protecting
information and information systems from
unauthorized access, use, disclosure, disruption,
modification or destruction. The terms information
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and not the wood, the tablet appeared blank to a
common observer. As defined by Cachin [2],
steganographic is the art and science of
communicating in such a way that the presence of a
message cannot be detected. Simple steganographic
techniques have been in use for hundreds of years,
but with the increasing use of files in an electronic
format new techniques for information hiding have
become possible. For steganographic to remain
undetected, the unmodified cover medium must be
kept secret, because if it is exposed, a comparison
between the cover and stego media immediately
reveals the changes. Information theory allows us
to be even more specific on what it means for a
system to be perfectly secure. Christian Cachin [2]
has proposed an information-theoretic model for
steganographic that considers the security of
steganographic systems against passive
eavesdroppers.
Image quality parameters are figures of merit
used for the evaluation of imaging system or
processes. The image quality parameters can be
broadly classified into two categories [3], subjective
image quality and objective image quality. Subjective
image quality is a method of evaluation of images
by the viewers and it emphatically examines fidelity
and at the same time considers image intelligibility.
In the objective measures of the image quality
metrics, some statistical indices are calculated to
indicate the reconstructed image quality. The image
quality parameters provide some measures of the
closeness between two digital images by exploiting
the differences in the statistical distribution of pixel
values. The mean of pixel values of the image and
by averaging the sum of squares of the error between
two images. The lower the value of Mean Square
Error (MSE) signifies lesser error in the stego image.
Where x (m, n) and y (m, n) are the two images of
size M*N. In this case x is the original image and y
is the stego image.
.
The Peak Signal to Noise Ratio (PSNR)
measures the estimates of the quality of stego image
compared with an original image and is a standard
(benchmark) way to measure image reliability or
conformity.
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Where MAXPIX is the maximum pixel value
and RMSE is the Root Mean Square Error of the
image (it quantifies the average sum of distortion in
each pixel of the stego image i.e. average change in
pixel caused by encoding algorithm). In PSNR
signal‘ is the original image and noise‘ is the error
in the stego image resulting due to encoding and
decoding. PSNR is a number that reflects the quality
of the stego image and is measured in decibel (dB).
In this paper various Steganographic techniques
have been studied and compared. A new first
component alteration technique for image
steganographic has been proposed.
II. RELATED WORK
Generally, secret information may be hidden in
one of three ways, such as cryptography, digital
watermarking and steganography. Digital
watermarking is only used for authentication
purpose. For confidentiality and integrity purpose,
cryptography and steganography methods are used.
The methods of cryptography render the data
unintelligible to outsiders by various
transformations, whereas the methods of
steganography conceal the existence of messages.
Among the methods of steganography, the most
common thing is to useimages for steganographic.
This iscalled image steganography. The image used
to camouflage the secret data is called the original
image or cover image while the cover image with
the secret data embedded in it is called the stego
image.
M. Niimi, H. Noda and E. Kawaguch [4] have
proposed a new technique to embed secret data into
a dummy image by using image segmentation based
on a local complexity measure (1997). The key idea
to this approach is that a binary image can be
categorized as informative and noise-like regions,
which are segmented by a complexity measure. If
the embedding data is noise-like, one can hide it in
the noise- like region of the dummy image. If a part
of embedding data is simple, then one can apply
image conjugate operation to it. This operation
transforms a simple pattern into a complex pattern.
This conjugate operation does not lose any
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information. The PSNR value found is about 30-33
dB.
L.M. Marvel [5] has proposed a new method of
digital steganography, entitled Spread Spectrum
Image Steganography (1999). This system hides and
recovers a message of substantial length within
digital imagery while maintaining the original image
size and dynamic range. The hidden message can be
recovered using appropriate keys without any
knowledge of the original image. Image restoration,
error-control coding, and techniques similar to
spread spectrum are described, and the performance
of the system is illustrated. A message embedded by
this method can be in the form of text, imagery, or
any other digital signal. Applications for such a datahiding scheme include in-band captioning, covert
communication, image tamper proofing,
authentication, embedded control, and revision
tracking.
W.N. Lie and L.C. Chang [6] have proposed a
novel method for embedding multimedia data
(including audio, image, video, or text; compressed
or non-compressed) into a host image (1999). The
classical LSB concept is adopted, but with the
number of LSBs adapting to pixels of different gray
levels. A piecewise mapping function according to
human visual sensitivity of contrast is used so that
adaptivity can be achieved without extra bits for
overhead The leading information for data decoding
is atmost 3 bytes. Experiments show that a large
amount of bit streams (about 30%-45% of the host
image) is embedded without severe degradation of
the image quality (33-40 dB, depending on the
volume of embedded bits).
D.C. Wu and W.H. Tsai [7] have proposed a
method to embed a secret image into a cover image
based on the similarity among the grey values of
consecutive image pixels as well as the human visual
system‘s variation insensitivity from smooth to
contrastive (2000). A stego image is produced by
replacing the grey values of a differencing result
obtained from the cover image with those of a
differencing result obtained from the secret image.
The process preserves the secret image with no loss
and produces the stego-image with low degradation.
Moreover, a pseudorandom mechanism is used to
achieve cryptography.
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Y.K. Lee and L.H. Chen [8] have proposed an
image steganographic model that is based on
variable-six LSB insertion to maximize the
embedding capacity while maintaining image fidelity
(2000). For each pixel on gray-scale image, at least
four bits can be used for message embedding. Three
components arc provided to achieve the goal. First,
according to contrast and luminance characteristics,
the capacity evaluation is provided to estimate the
maximum embedding capacity of each pixel. Then
the minimum-error replacement method is adapted
to find a grey scale as close to the original one as
possible. Finally, the improved gray scale
compensation, which takes advantage of the
peculiarities of human visual system, is used to
eliminate the false contouring effect. Two methods,
pixel wise and bitwise, are provided to deal with the
security issue when using the proposed model.
Experimental results show effectiveness and
efficiency of the proposed model than previous
models. Here PSNR value lies in 32-33 dB.
R.Z. Wang, C.F. Lin and J.C. Lin [9] have
proposed a novel method to embed important data
in the host image so that the interceptors do not notice
about the existence of the data (2001). The basic
concept of the proposed method is by simple LSB
substitution. To prevent illicit access of data and to
increase the system performance, the method of
randomized process and the optimal LSB
substitution has been proposed. The effectiveness
of the optimal LSB substitution in the worst case is
proved. A genetic algorithm has been developed to
solve the problem of hiding important data in the
rightmost k LSBs of the host image, which may
involve a huge computation time to find the optimal
result when k is large. Finally, based on the concept
of perceptual modeling, an improved hiding
technique is developed to obtain a high-quality
embedding result. Experimental results reveal that
the quality of the embedding result has not been
seriously degraded and is nearly optimal.
C.C. Chang, J.Y. Hsiao and C.S. Chan [10]
have proposed a method that uses the dynamic
programming strategy to get the optimal solution
(2002). The processing of simple Least Significant
Bit (LSB) substitution embeds the secret image in
the least significant bits of the pixels in the host
image. This processing may degrade the host image
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quality so significantly that grabbers can detect that
there is something going on in the image that interests
them. To overcome this drawback, an exhaustive
least - significant-bit substitution scheme has been
proposed by Wang et al. but it takes huge
computation time. Wang et al. then has proposed
another method that uses a genetic algorithm to
search approximate optimal solutions and
computation time is no longer so huge. The
experimental results show that this method consumes
less computation time and also gets the optimal
solution and gives better image quality.
H.W. Tseng and C.C. Chang [11] have
proposed a novel steganographic method based on
JPEG (2004). It takes advantage of the quantization
error resulting from processing the JPEGcompressed image with two different scaling factors.
One of the scaling factors is used to control the bit
rate of the stego image while the other is used to
guarantee the quality of the stego image.
Experimental results show that this steganographic
method provides high information hiding capacity
and successfully control the compression ratio and
distortion of the stego image.
Y.R. Park, H.H. Kang, S.U. Shin, and K.R.
Kwon [12] have proposed a steganographic
technique on images that provides high capacity of
secret information as well as imperceptibility of stego
image (2005). This method inserts secret data into
every pixel of the image and decides the number of
insertion bits using the difference value between two
pixels adjacent to the target pixel. Therefore, the
number of insertion bits in each pixel is dependent
on whether the target pixel is included in an edge
area or a smooth area. The experiment results show
that this method provides more efficient performance
than that of the existing methods from the viewpoint
of both the insertion amount and the visual measures.
H.C. Wu, N.I. Wu, C.S. Tsai and M.S. Hwang
[13] have proposed a novel steganographic method
based on Least Significant Bit (LSB) replacement
and Pixel Value Differencing (PVD) method (2005).
First, a different value from two consecutive pixels
by utilizing the PVD method is obtained. A small
difference value can be located on a smooth area
and the large one is located on an edged area. In the
smooth areas, the secret data is hidden into the cover
image by LSB method while using the PVD method
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in the edged areas. Because the range width is
variable, and the area in which the secret data is
concealed by LSB or PVD method are hard to guess,
the security level is the same as that of a single using
the PVD method of the proposed method. From the
experimental results, compared with the PVD
method being used alone, the proposed method can
hide much larger information and maintains a good
visual quality of stego-image.
S.K. Moon and R.S. Kawitkar [14] have
proposed the least significant bit (4LSB) substitution
method (2007). The 4LSB method is implemented
for color bitmap images (24 bit and 8 bit i.e. 256
color palette images) and wave files as the carrier
media. When applying 4LSB techniques to each
bytes of a 8-bit image, one bit can be encoded to
each pixel. Any changes in the pixel bits are
indiscernible to the human eye. By using this
algorithm, one can hide its file of any format in an
image and audio file. He can then send the image
via e-mail attachment or post it on the web site and
anyone with knowledge that it contains secret
information, and who is in possession of the
encryption password, can open the file, extract the
secret information and decrypt it.
S.G.K.D.N. Samaratunge [15] has proposed a
new steganography technique for palette based
images (2007). Secret message is encrypted using
public key cryptography before hiding. The bits of
encrypted message are hidden inside the stretched
palette of image. There are several limitations. The
process of stretching palette by adding new colors
is an overhead and takes some time. However, as
the time is not a critical factor for this type of work,
and it is very small, not much attention is drawn.
Another limitation of the method is vulnerability to
alteration of the image. Compression of the image
is also resulted in destroying the hidden message. If
the image is distorted & compressed, the hidden
message cannot be extracted.
J. He, S. Tang and T. Wu [16] have proposed
an adaptive image steganography with high capacity
and good security (2008). Based on local complexity
of a cover image, varying-depth embedding is used
to improve the imperceptibility and to decrease
distortions in it. Experimental results show that the
steganographic technique provides higher capacity
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and be resistant to several well-known steganalytic
methods.
III. PROPOSED IMAGE ENHANCEMENT
STEGANOGRAPHY TECHNIQUE
A new image steganographic technique is presented
with improved quality parameters like Peak Signal
to Noise Ratio (PSNR) and Mean Square Error
(MSE). The proposed scheme can encode any image
files (JPEG, BMP, DIF) having 24 bits per pixel in
order to protect confidential text data from
unauthorized access. T he technique has low
computational complexity, so can be applied to very
small images (24 X 24) as well as large images (512
X 512). In this technique, 8 bits of first component
of pixel have been raplaced with secret bits of text
data. The results show that quality parameter values
of PSNR are much higher than all the previous
existing image steganographic techniques.
A. Description of First Component Alteration
Technique
Techniques used so far focuses only on the two
or four bits of a pixel in a image, (at most five bits at
the edge of an image) which results in less peak to
signal noise ratio and high root mean square error
i.e. less than 45 PSNR value. The research work
concentrated on 8 bits of a pixel (8 bits of blue
component of a 24 bits pixel in an image), resulting
better image quality. In a computer, images are
represented as arrays of values. These values
represent the intensities of the three colors R(ed),
G(reen) and B(lue), where a value for each of the
three colors describes a pixel. Figure 1. shows an
image containing group of pixels. According to RGB
model, a pixel contains three color components that
are red, green and blue component.
In this technique, sender and receiver should
know common stego key. This stego key is used by
receiver to extract secret message from stego image
sent by sender to him. Sender selects an image called
cover image or original image in which he wants to
hide the secret message. Image containing the secret
data is called stego image. Now, in this method, the
bits of first component (blue component) of pixels
have been replaced by key and secret message.
Firstly key is converted into binary form and its
binary form is filled in the first component of first
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pixels. After then, secret message is converted into
binary form and its binary form is filled in first
component of next pixels. Blue channel is selected
because a research was conducted by Hecht [35],
which reveals that the visual perception of intensely
blue objects is less distinct than the perception of
objects of red and green. Figure 2. shows 24 bit size
pixel. In this pixel, Blue layer in a pixel have been
replaced with data embedded blue layer.

Fig. 1. Image containing Group of Pixels

Fig. 2. Replacement of Blue Layer with
Data Embedded Blue Layer

B. First Component Alteration Technique
Example
One can hide a message in three pixels of an
image (24-bit colors). Suppose the original 3 pixels
are:
(00100111 11101001 11001000) (00100111
11001000 11101001) (11001000 00100111
11101001)
A steganographic program could hide the letter
“A” which has a position 65 into ASCII character
set and have a binary representation “01000001”,
by altering the blue channel bits of pixels and key
be the letter C which has a position 67 into ASCII
character set and have a binary representation
“01000011”.
(01000011 11101001 11001000) (01000001
11001000 11101000) (11001000 00100111
11101001).
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C. Embedment of Data and Stego Key in Image
using First Component Alteration Technique
Encoding algorithm of first component alteration
technique includes following steps:
Step (a): Extract all the pixels in the given image
and store it in the array called Pixel- Array.
Step (b): Extract all the characters in the given
text file and store it in the array called
Character- Array.
Step (c): Extract all the characters from the Stego
key and store it in the array called
Key- Array.
Step (d): Choose first pixel and pick characters
from Key- Array and place it in first component of
pixel. If there are more characters in Key- Array,
then place rest in the first component of next pixels,
otherwise follow Step (e).
Step (e): Place some terminating symbol to
indicate end of the key. 0‘ has been used as a
terminating symbol in this algorithm.
Step (f): Place characters of Character- Array in
each first component (blue channel) of next pixels
by replacing it.
Step (g): Repeat step (f) till all the characters
has been embedded.
Step (h): Again place some terminating symbol
to indicate end of data.
Step (i): Obtained image will hide all the
characters that we input.
Data is embedded using above algorithm and
stego image is produced and sent to the receiver or
legitimate user.
D. Proposed Decoding Technique
Decoding of the images can be done using same
technique, but the key must be the same as used in
case of encoding of images. If the key is not same, it
is not possible for the receiver to decode the
embedded image. Thus, this feature of matching key
at the receiver side makes this technique a bit more
secure in terms of attacks. Decoding can be done
for both colored and grayscale images. Figure 3.
describes proposed decoding technique.
Step1: Stego Image
The sender sends a stego image to the receiver
or legitimate user. The legitimate user is having the
stego key to decode secret data from stego image.
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Step 2: Stego Key
After receiving stego image by receiver or
legitimate user, the legitimate user must have the
same key with which the image is encoded.

Fig. 3 Proposed Encoding Technique

Step 3: Decoding of Stego Image using
Proposed Decoding Technique.
At last the stego key will decode the image, and
the secret data is recovered. Decoding algorithm of
first component alteration technique includes
following steps:
Step (a): Consider three arrays. Let they be
Character- Array, Key-Array and Pixel-Array.
Step (b): Extract all the pixels in the given image
and store it in the array called Pixel- Array.
Step (c): Now, start scanning pixels from first
pixel and extract key characters from first (blue)
component of the pixels and place it in Key-Array.
Follow Step c till we get terminating symbol,
otherwise follow step (d).
Step (d): If this extracted key matches with the
key entered by the receiver, then follow Step e,
otherwise terminate the program by displaying
message Key is not matching .
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Step (e): If the key is valid, then again start
scanning next pixels and extract secret message
characters from first (blue) component of next pixels
and place it in Character Array. Follow Step (e) till
we get terminating symbol, otherwise follow step f.
Step (f): Extract secret message from CharacterArray.
Thus in this way secret message is decoded and
received by receiver.

ISSN 2277-8691 (Online)

obtained at the receiving side, the decoding algorithm
can retrieve the original information from the stego
image if receiver knows the valid key. Thus, in this
way, receiver retrieves secret message from stego
image.
This is the whole procedure of sending message
through communication channel using proposed
scheme. The message gets encoded in the image on
the sending side and on the receiving side, the same
original message is decoded using decoding
algorithm.
Figure 5. shows original JPEG image of Lena
(512 × 512). In this image, secret message and stego
key have been embedded to get stego JPEG image
of Lena (512 × 512) as shown in Figure 6.

Fig. 4 Proposed Decoding Technique

IV. RESULTS AND ANALYSIS OF FIRST
COMPONENT ALTERATION TECHNIQUE
Simulation and testing of First Component
Alteration Technique is done by following
procedure:
Step 1: Choose the colored image of any file
format (JPEG, BMP or DIB) having 24 bits per pixel
in an image. Due to low computational complexity,
this technique can be applied to very small images
(24 × 24) as well as large images (512 × 512). Here,
three images of different image formats (JPEG, BMP,
DIB) and of different image sizes have been chosen.
Step 2: Choose stego key and secret message
which has to be embedded in the given original
images.
Step 3: After second step, the key and secret
message is encoded in the image by using first
component alteration technique and stego image is
formed.
Step 4: This stego image is then sent through
the channel to the receiver end. Once the data is

Fig. 5. Original JPEG Image Lena (512 × 512)

Fig. 6. Stego JPEG Image Lena (512 × 512)
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A. Comparison with Existing Techniques
Fig. 10. Image Steganographic Techniques with
PSNR and MSE
V. CONCLUSION

Fig. 7. Different PSNR and MSE Values for RED Color Pattern

The image quality metrics i.e. higher Peak Signal
to Noise Ratio (PSNR) and lower Mean Square
errors itself prove that the proposed technique for
image steganography is good one as PSNR value is
greater than 45 and MSE value is less than 1. The
comparison with the best known steganography
technique by J.G. Yu‘s technique (PSNR < 45) proves
that the newly proposed and implemented algorithm
gives much better results than J.G. Yu‘s algorithm.
A lot of research needs to be done in the near
future. Both cryptography and steganography
techniques can be combined to ensure that the
classified information is passed to the associated
destination without the knowledge of any third party
and even if the third party gets to know of the
information transfer, they won‘t be able to get the
classified information since it has been locked inside
the cover image and can be unlocked only with the
key with which it has been locked.
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