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Abstract 

The technological evolution has resulted in a massive increase in the number of domain names 

registered. With the ‘.com’ bubble burst, there has been an uptick in domain name disputes, 

resulting in anarchy in this niche of intellectual property. The Uniform Domain Name Dispute 

Resolution Policy of the Internet Corporation for Assigned Names and Numbers is an 

international dispute resolution procedure that permits trademark holders to sue the registrant of 

an Internet domain name, have the name adjudicated, and take control of the name if the 

challenge is successful. In October 1999, the policy was established, and the first case was 

determined in December 1999. The Uniform Domain Name Dispute Resolution Policy has made 

tremendous progress in resolving domain name disputes since its inception. This paper critically 

evaluates the Uniform Domain Name Dispute Resolution Policy (UDRP), registration process of 

domain name, domain name disputes and some suggestions have been given for the 

improvement of UDRP. 
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1. Introduction 

The Uniform Name Dispute Resolution Policy (DNRP) is an international dispute resolution 

procedure that presently allows trademark holders to seek arbitration over the control of a 

domain name. it was approved by ICANN in October 1999, with the first case decided in 

December 1999. Within a few years, the UDRP has dramatically changed the dispute resolution 

scene for domain names. With litigation being the previous primary solution, the UDRP clearly 

demonstrators the power of alternative dispute resolution scene for domain name. with litigation 

being the previous primary solution, the UDRP clearly demonstrates the power of alternative 

dispute resolution with over 4000 proceedings resolved over more than 7000domain names. This 

many cases would surely have placed a tremendous burden on the legal system, especially with 

the Internet growing exponentially. As the UDRP handle more disputes, it must be ensured that 

the policy achieves its objectives, in particulars to become just and unbiased.  
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The phenomenal growth of the internet as a commercial medium has brought about a new set of 

concerns in the realm of intellectual property.
1
The Internet grows in prominence as a venue for 

business; the Courts will be called upon to apply traditional legal principles to new avenues of 

commerce. So, the Domain name Dispute has right to present these cases.  

Meaning of Domain Names 

A Domain name is a unique, easy to remember address used to access websites, such as 

‘google.com’, and ‘facebook.com,’ Users can connect to websites using domain name thanks to 

the DNS system. The Domain name is all managed by the competent authority or by domain 

registries, which delegate the reservation of domain name registrars. Anyone who wants to create 

a website can do their register a domain name with a registrar and there are currently over 400 

million registered domain names.  

Domain names are typically broken up into two or three parts, each separated by a dot. When 

read right-to-left, the identifiers in domain names go from most general to most specific. The 

section to the right of the last dot in a domain name is the top-level domain. These include the 

‘generic’ TLDs as ‘.com’, .net, and .org, as well as country – specific TLDs like .uk and .jp.  

Machines communicating over the Internet, however, do not actually ‘talk’ in terms of domain 

names. Instead, domain name is a proxy for the IP address, which is like a telephone number, 

although there is no logical correspondence between the IP number and the domain name into its 

corresponding IP address.  

Registration process of Domain Name  

In order to reserve a domain name registrant must do register it with an ICANN- accredited 

registrar. The registrar will check the authenticity of domain name is available for registration 

and create record with domain name registrant’s information.  

A domain name registrant is the person or organization who has registered the domain name. in 

orders to do so, the domain name registrant will usually apply online to a domain registrar or one 

of their resellers. The domain name registrant is bound by the terms and conditions of the 

registrar with which it registers its domain name, for instance adhering to a certain code of 

conduct or indemnifying the registrar and registry against any legal or civil action taken as a 

result of use of the domain name. 

Registrar are organizations accredited by ICANN and certified by the registries to sell domain 

names. They are bound by the Registrar Accreditation Agreement (RAA) with ICANN, and by 

their agreements with the registries. The RAA sets out responsibilities for the registrar including 

                                                           
1
 Kenneth Sutherlin Duker,Note, trademark law lost in cyberspace: Trademark protection for Internet 

Address,Harvard Journal of Law and Technology, 9, 1996,483 



ISSN 2231-3842 (Print)  ISSN 2277-8691 (Online) 

 

 
INERNATIONAL JOURNAL OF APPLIED SCIENCE AND TECHNOLOGY VOLUME 6, MARCH 2020 

49 
 

maintenance of data, submission of data top registries, facilitating public queries and complying 

with RAA conditions relating to the conclusion of the domain name registration period. 

The Internet Corporation for Assigned Names and numbers (ICANN) is the non-profit 

organization that oversees the assignment of both IP addresses and domain names. It has 

responsibility for managing root server and LTD name system management and has contractual 

agreement with both registries and registrars that provide the foundation for the system. 

2. Domain Name Dispute  

Domain names disputes tend to fall into four categories (1) Cyber squatters (2) Cyber parasites, 

(3) Cyber twins, and (4) Reverse domain name hijacking.  

(1) Cyber squatters  

The term cyber squatters, refers to someone who has speculatively registered or has acquired the 

domain name primarily for the purpose of selling, renting, or otherwise transferring the domain 

name registration to the complainant, who is the owner of the trademark or service mark or to a 

competitor of that complainant, for valuable consideration in excess of the documented out-of-

pocket costs directly related to the domain name.
2
Sometimes parties register names excepting to 

auction them off to the highest bidder. This practice has led to the emergence of domain name 

brokers. Yet other squatters indulge in insatiable activities, eating up all names that are even 

remotely related to their business to preempt other squatters. 
3
 

(2)  Cyber Parasites  

Like cyber squatters, cyber parasites also except to gain financially; however, unlike squatters, 

such gain is expected through the use of the domain. In some cases, a famous name will be 

registered by another; in other cases, a mark that is similar to lines of business, or between those 

who simply wish to indulge in ‘passing off’ of the name’s fame.
4
 

The court treated the matter as one of ‘passing off’ and concluded that appropriation of ‘yahoo’ 

name by the defendants justified, bringing of this action and thereby granted an injunction 

against the defendants. The court gave the following reasoning; firstly, there were several cases 

where services had been included with the scope of passing off. A domain name served the same 

function as a trademark and was entitled to equal protection as a trademark. 

(3) Cyber Twins  

A cyber twin is said to be when both the domain name holder and the challenger have a 

legitimate claim to a domain name then they are known as cyber twins. The cases involving 

                                                           
2
ICANN, Domain Name dispute resolution Policy, Rule,4(b) (1) 

3
 A trendy Address for a Hefty Price,Cleveland Plain Dealer, (oct.1999),6  

4
Toys “R” Us v. Akkaoui, 40 U.S.P.Q 2d (BNA) 1836(N.D.Cal.Oct.1996),18  
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cyber twins are the most difficult ones, because, but for the domain name dispute, the law of 

trademark and unfair competition might otherwise allow each party to enjoy concurrent use of 

the name. 
5
 

(4) Reverse Domain Name Hijacking  

If we go through the Reverse Domain name hijacking, firstly we have to know about that, the 

term Reverse Domain Name Hijacking is said to be, an attempt by a trademark holder, in bad 

faith, to take control of a domain name from another, who is not in breach of trademark laws, 

and who has a legitimate interest in the name. The Rules for the Uniform Domain Name Dispute 

Resolution Policy (UDRP) make explicit reference to RDNH. Rule 15 (e) of the UDRP provides 

that where a complaint was brought in bad faith, such as in an attempt at RDNH, or primarily to 

harass the domain name registrant (which many would consider RDNH), then the panel is 

required to “declare in its decision that the complaint was brought in bad faith and constitutes an 

abuse of the administrative proceeding”. In some of the cases before the panel, bad faith is clear, 

such as where the complainant’s behavior is plainly malicious and the claim brought without any 

basis.
6
However, this will not be the norm, and while the UDRP lists factors illustrative of bad 

faith on their part, no such factors are listed as indicating bad faith on the part of the complainant 

in the RDNH context. However, this lacuna has been overcome by panels, which have stated that 

bad faith in this context is bringing a claim despite actual knowledge of a legitimate right or lack 

of bad faith on the part of the registrant.
7
 

3. Evaluation of Domain Name Dispute Resolution Policy  

Domain name dispute have a number of characteristics that make traditional court proceedings 

unsuitable for the resolution of the disputes related to the Domain Name.  

Firstly, the Internet system is used as global, there is no settled rule as to where jurisdiction lies, 

so that a single case may involve several different municipal Courts asserting jurisdiction, with 

the result that a whole series of action may have to be brought in relation to trademark in 

different countries. 

Secondly, a similar volume of court proceedings may be required if the same name has been 

registered in multiple TLDs. 

Thirdly, the registration fee of domain name is extremely law in comparison with the economic 

damage that it may cause, or the cost of litigation.  

Because of these factors, there has been availability of an alternative, since 1995, specially 

designed dispute resolution policy (DRP) for resolving domain name disputes (at least as regards 

                                                           
5
Sun Microsystem v. Astro-med, 39 U.S.P.Q 2d (BMA) 1144 (N.D Cal. June 14, 1996) 

6
Smart Design LLC v. Carolyn Hughes, (2000) WIPO Case No. D2000-0993 

7
Goldline International v. Gold Line, (2000) WIPO Case No. D2000-1151  
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generic TLDs). That is intended to be time and cost efficient in comparison with court 

proceedings. But over the time, there was a call for a new entity to manage the domain name 

system.
8
 In response to such concerns, ICANN was formed, and WIPO was entrusted with 

developing UDRP. 

With the approval of other Member States of the United Nations, WIPO undertook this process, 

issuing its findings to ICANN in April 1999, in its report “The Management of Internet Names 

and Addresses: Intellectual Property Issues: Final Report of the WIPO Internet Domain Name 

Process”.
9
After a series of resolution and conferences, ICANN adopted the Final report and 

approved the UDRP in October 1999. The UDRP improves upon the NSI policies in three 

significant respects: 

 First, the domain name is not placed ‘on hold’ or affected in any way until the end of 

proceedings’  

 The Asian Domain Name Dispute Resolution Centre (ADNDRC), Beijing and Hong 

Kong. 

All these dispute resolution providers follow the ICANN accredited UDRP in dispute 

resolution. WIPO has been, by far the most popular dispute resolution provider since the 

introduction of the UDRP.  

Proceedings are initiated by the complainant, by filing a complaint with one of the ICANN –

approved dispute resolution service providers. The complainant can opt for either a one-

person panel or a three- person panel. The provider selects the panelists in one person panel. 

Both the respondent and complainant have discretion in the choice of panelist for three- 

person panels, but the complainant still chooses the provider. Once, the provider verifies that 

the complainant complies with basic UDRP requirements; it sends the complaint to the 

domain name registrant, who must respond within twenty days. The respondent has the 

discretion of opting for a three-person panel (otherwise the complainant is fully responsible 

for the fee). Upon receiving the registrant’s response, the provider has five days to appoint an 

arbitration panel of one or three members, which must issue a decision within two weeks. 

The domain holder has ten days to appeal an adverse decision to a court of mutual 

jurisdiction. The remedies available to a complainant are limited to the transfer or 

cancellation of the domain name and no monetary damages are awarded. Proceedings are 

then conducted, and the decision is made by an appointed expert, or by a panel of three such 

expert, or by a panel of three such experts where either party so requests.  

 bias regarding the trademark’s holders  

                                                           
8
 Walker L, ICANN, s Uniform Domain Dispute Resolution Policy, Berkeley Technology Law Journal, 

15,2000,289,296-297. 
9
 WIPO, ‘First WIPO Internet Domain Name Process: Archive, (1999), http://wipo2.wipo.int/process1.htm 
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The UDRP has proven to be extremely popular with trademark holders. Within 10 months of its 

availability (from December 1999), more than 1000 decisions had been published, and by May 

2002 (25 months) that figure had reached 4750 concerning 8200 domain names.
10

However, the 

policy has not proven to be so popular with registrants and some commentators. This is because, 

while the policy has generally been properly applied,
11

 at times, all three of the substantive 

elements of the policy have been confused, conflated, or ignored. Some decisions have been 

made on grounds that do little short of violence to the language of the requirements. In every 

instance, the flawed application of the policy has favored the complainant. The clearest example 

of the erosion of the first element of the policy can be seen in relation to the gripe sites.   

The general approach towards gripe sites was established in a famous case Wal-Mart Stores inc 

Walsucks
12

 , concerning the domain name , despite noting that “users, including potential 

customers of complainant , are not likely to conclude that complainant is the sponsor of the 

identified websites”, the panel found the first element of a claim under the UDRP , confusing 

similarity , on the quite astonishing basis that “ it is likely that such users will choose to visit the 

sites, if only to satisfy their curiosity”. This is an illogical reasoning and is also extending the 

rights of trademark holders to uses that are not confusing similar.  

 Vague definition  

The UDRP was created to establish a uniform means of administering domain name conflicts. It 

is difficult to provide consistent standards, however, when its key terms are both vague and 

unfamiliar and perhaps intentionally so, given the variety of existing trademark laws and 

concepts. Several reported decisions have revealed that different panelists have given seriously 

conflicting interpretations of these terms. Consequently, even after 7,324 decisions, domain 

name registrants are still somewhat unclear as to which types of uses would constitute ‘bad faith’ 

as opposed to ‘rights or legitimate interests. Both parties have relied on the ambiguities of the 

guidelines to assert their respective contentions.  

 Generic names  

Generic words generally are not protected under trademark law due to the commonness of the 

word and the interest in preserving the word’s utility in multiple contexts. Although, the word 

may be incorporated into a trademark with another word or phrase, the generic word itself is 

normally considered to be in public domain. In the case of registration of domain names, generic 

words are normally allowed and in case of a dispute, the first person to register the word is 

                                                           
10

 ICANN, Statistical summary of proceedings under UDRP,2002,http://www.icannorg/udrp/proceddings-stat.htm 
11

Badgeley R, Improving ICANN in ten days steps, University of Illinois Journal of Law, technology & Policy, 2001, 
109-12 
12

 (2000) WIPO Case No.D2000-0477 
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considered to have a better title over others.  Administrative panels do not consistently apply 

trademark law to generic words.  

 Procedure of UDRP  

Although efficiency is often lauded as one of the benefits of the UDRP, the proceedings, 

truncated nature may not be suitable for relatively complex cases involving a variety of claims 

and factual assertions. Administrative panels generally prohibit in-person hearings, including 

teleconferences, video conferences, and web conferences. The process includes no testimony, 

cross-examination, briefing, or argument, moreover, the arbitration grants no power for 

discovery aside from the ability to request additional documents. Rebuttals are limited to the 

discretion of the panelists. The UDRP has no proper mechanism for evidentiary review; 

therefore, the facts, such as trademark rights, may be merely alleged. More difficulties arises 

when the complainant owns a common law mark and cannot provide any registration at all.  

4. Conclusion 

It is an undisputed fact that UDRP serves an important role to resolve dispute related to the 

Domain name in an out-of-court proceeding that can be implemented on an international basis. 

The question is whether the process is as fair and effective as it should be, and astonishingly, the 

answer is somewhat elusive. The UDRP has certain flaws in its present form, and it can be 

demarcated as follows: 

 It is biased in favors of trademark holders, 

 It provides practically no privacy protection for the name, address, and phone no. of 

registrants, 

 It can create an enormous potential for reverse domain name hijacking, thereby 

threatening registrants to surrender their domain names,  

 Its key terms are both vague and unfamiliar  

Although the UDRP has lots of shortcomings, some more accurate than others, inconsistent and 

sometimes uninformed decisions, vague terminology, a significant market gap among providers 

suggesting inequalities of service, and insufficient data to review the justice to decisions or 

process, nevertheless, it has done a commendable job.  

After a brief review of the existing case laws and well researched documents on the topic. It is 

proposed that the following suggestions may be considered: 

 Demand advanced payments before registration of a domain name, thus greatly 

increasing the cost of mass domain name speculation. 

 Provide more precise definitions and provide more examples for terms such as bad faith 

and legitimate interests. 
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 Recommend a choice of law provision to guide disputes among complainants and 

respondents of diverse jurisdictions. 

 Provide guidelines for evidentiary documentation, especially for common law mark 

owners. 

 Provide guidelines for the refusal of cases.  

 

 


